
 



 

 

 

Executive Summary 

This Information Security survey is an initiative to help IT professionals and decision makers 

across industries to hear voices of concern regarding prevailing information security; its system 

and procedures. All the responses and feedback are collected from people who have made 

noise on information security system bugs. 

This November 2009 survey was conducted nationwide and a total of 1213 users participated in 

this survey across various industries.  

According to the survey, there are several painful issues surrounding security systems. The 

survey found that among the 1213 surveyed users, around 2/3rd have experienced noticeable 

extremely painful problems, another 1/5th have reported somewhat painful problems, and rest 

1/5th say they can live with these issues. There may be many security systems in the market 

today with a lot of promising features, however, users have revealed the painful areas and have 

created a loud noise about it. Nation-wide high security threats have spurred the need to 

safeguard mission critical information systems. Thus, this scales up the demand for cutting edge 

security solutions which are not only very simple to use but are hassle-free. Most organizations 

are eagerly waiting to have innovative security systems for optimum and easy management and 

seamless integration. 

 

 

 

 

 

 

 



 

 

 

It is loud and clear- Information Security  

systems are giving users an ache 

 

Information Security is not new technology, but the way 

information security is accessed, managed, and delivered is 

constantly evolving. 

 

The IT security solutions market in India is growing. There has also 

been strong growth in the service provider and software markets. 

 

Data security and privacy, along with the need to protect IT 

infrastructure from the ever increasing sophisticated targeted 

attacks are among the key drivers fuelling the growth of IT security 

spending . 

 

However with the growth of IT security software spends, there has 

also been an increase in the usersõ concerns which leaves them 

completely bugged! 

 

 

Users are troubled by Information Security Solutions: 

 

Cross-tab conducted a study among those who have faced problems with the Information 

security solutions at present or in past and tried to understand the underlying problems.  

 

1. The study revealed that prime issue faced by the industry today is with multiple security 

vendor solutions in an IT environment. 53% cited this as an òextremely frustrating 

problemó and 15% voiced it as òbig enough,ó while the issue did not matter to the 

Overview: Whom did we 

survey and who made noise? 

 

1213 Participated in the Survey 

 

 

 

 

 

 

 

 

 

 

Users across India shared 

their pain points 



 

 

rest 32%. Owing to the growing need of advanced multi featured security products and 

services, users tend to seek help from numerous vendors. However, users are unhappy 

with the fact that each comes with its own updates releases, license agreements and 

different quality of support.  

 

 

 

2. Password management challenge is next to follow. 52% of the participants 

complained that it was extremely annoying to face ôlog-in attempts failuresõ, 

coupled with apprehension of "Is it something I did wrongó. 17% cited it as 

annoying and 31% did not seem to get bothered with this issue. Nevertheless, 

compliance initiatives have led the organizations to enforce strong password policies, 

often needing to use multiple passwords and remembering those is a challenge. 

 

3. Security issues that are too complicated to handle seem to be the third most 

frustrating problem. This in turn decreases the overall IT efficiency of the 

organization. 52% felt IT security management is extremely difficult to handle and 

lot of time is spent in solving these issues. For another 16%, this issue mattered to 

an extent and rest did not seem to get affect with the complications involved in the 

Security issues.  

Fig 1. Pain points and security issues in order of ranking  



 

 

 

4. Another problem that was cited next was with doõs and 

don'ts associated with the security issues. This problem 

was most linked with the authentication process involved 

or other related issues. 51% were highly burdened with 

too many security compliance issues, 16% were 

somewhat burdened and rest seem to be unaffected. 

Most cited issues around the doõs and donõts are 

inability to install software.  

 

5. Another closely linked problem is the amount of productive hours spent in managing 

IT administration. 47% were highly frustrated with the several hours spent in 

security management.  

 

6. Lastly, users have cited the problem that the desktop security procedures are too 

restrictive. 49% are highly annoyed with this restriction, while 16% are moderately 

affected with it.  

 

Users across industries are bugged 

Audiences from IT, IT-telecom hardware and IT-telecom software sectors were concerned due to 

multiple security vendors operating the organization. IT managers and consultants are also 

concerned. Additionally, users in IT administrative role find it most difficult to manage 

passwords. Medium and Enterprise Business segments users have also expressed their concerns 

over these security issues and are extremely frustrated. IT and Engineering sectors as well feel 

pressed by so many security rules, more so among IT Managers and Consultants. 

 

Overview: whom did we 

survey and who made noise? 

IT professionals, end users and 

decision makers across India 

shared their pain points (fig 2) 
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Fig 2. Incidence of users from several states across India who participated in the survey. 



 

 

 

 

 

 

 

Industry Sectors
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Fig  3. Incidence of users across industry sectors 

Fig  4.  Incidence of users from various roles in the IT industry 



 

 

Organizations should adopt ways to address this noise 

 

Most organizations look forward to an integrated IT environment which takes less time to 

manage and also saves money. A benefit solution strategy for all businesses! 

 

Following are the recommendations to address the various ònoise-levelsó pertaining to 

Information Security Systems. 

 

A Comprehensive Information security solution is needed as a single solution:  

¶ Security solutions need to be simple  

¶ Management should be simplified 

¶ There is also a need for vendor consolidation and less dependency on multiple vendors. 

 

Other much needed security solution strategies are: 

 

¶ Less regulatory and compliance pressure leading to complex authentication steps 

¶ Easy deployment and alignment with internal IT infrastructure 

¶ Less time to be spent on maintenance 

¶ Effective performance which in turn improves organizationõs productivity 

¶ Understands users need and is not too restrictive 

 

The current IT environments are reasonably secured now but there is a need for Business Ready 

Security Solutions. This will provide an edge to the organization, which implements it. It will also 

provide an end-to-end protection and cost ðsavings. 

For more information on how you can benefit from Business Ready Security Solutions 

from Microsoft visit: http://www.microsoft.com/brs  

 

http://www.microsoft.com/brs

